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Pen CS software platforms have been designed 
and structured to ensure the safety, integrity and 
security of patient data is compliant with the 
Privacy Act 1988, Privacy Amendment Act 2012 
and the Privacy Regulation 2013.

Pen CS’ role in the use of data is to provide the 
tools that allow other organisations to work 
with their data. Hence, Pen CS data governance 
covers the processes for how data is extracted, 
interpreted and transferred. Pen CS is not a data 
owner or a data custodian and data governance 
for these roles belongs with the organisation(s) 
using the data.

This document provides an overview of Pen CS 
products, data governance and data processes. 
It has been compiled to provide information that 
will assist primary health networks.
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INTRODUCTION ABOUT PEN CS 

Established in 1993, Pen CS is Australia’s 

leading provider of health analytics software 

for national population health analysis and 

reporting, in primary care. 

Our products are employed in Population 

Health, Communication Services to Doctors 

and Patients, SMS Text and Voice Recall, 

General Practice and Doctor Decision Support, 

Primary Care Research and Digital Health 

Data solutions.

We work with Primary Healthcare Networks 

(PHNs), ACCHOs and peak indigenous health 

bodies, Aboriginal Medical Services, research 

institutes and private, government and not-

for-profit organisations.
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PEN CS PRODUCTS

CAT Plus is an integrated patient-

centric software platform that 

uses the practices own data to 

improve patient outcomes. CAT 

Plus includes PAT CAT, CAT4 and 

Topbar. Features of this product 

portfolio include Geocoding and 

PAT Prompts. 

CAT4 is a practice population 

analysis and reporting tool that 

works alongside the general 

practice clinical Information System 

(CIS). It allows the practice to 

identify and create lists of specific 

patient cohorts for management 

and follow up. It is compatible with 

Medical Director, Best Practice, 

Zedmed, Genie, Medtech, practiX, 

Communicare, MMEX, PCIS and 

others. Data is de-identified if 

transferred off site.

PAT CAT is a web based solution 

that aggregates the de-identified 

general practice data from CAT4 

and displays the information 

through a comprehensive 

collection of graphs, charts and 

reports.

PAT CAT

Topbar is a patient-centered, 

real-time decision support tool 

for general practice and Doctors.  

Topbar provides supplementary 

information relevant to the 

patient’s health needs during every 

step of the patient journey.

CAT4
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Prompts are notifications that 

appear on the Doctor’s desktop, in 

Topbar, during the patient consult. 

They are created by either the 

practice or an accepted third party 

(e.g. PHN). Prompts are designed 

to provide decision support for 

Doctors and General Practice to 

improve patient outcomes and to 

assist with patient recall.

PAT-BI (Business Intelligence) is 

a PAT CAT add-on module that 

provides the ability to use de-

identified general practice data 

in conjunction with the BI tool of 

your choice to create customised 

reports, presented visually using 

graphs and dashboards. 

CommuniCAT is an SMS text and 

voice messaging service.  It uses 

the targeted patient lists created 

in CAT4 to allow the practice to 

provide customised follow up 

using SMS and voice messaging. 

(available December 2017)

Pen CS is able to geocode de-

identified data extracts from general 

practices and these can be overlaid 

with data from the Australian Bureau 

of Statistics to provide Primary 

Healthcare Networks and other peak 

health bodies with geo-spatial maps. 

These maps provide a succinct 

visualisation of the prevalence of 

health issues across a given location. 

PAT Programs is a PAT CAT 

customisation that allows patients 

who meet a specific set of 

criteria to be enrolled in a quality 

improvement program, clinical trial 

or health education program. It 

provides functionality for patient 

eligibility, patient recruitment, 

monitoring, reporting and 

program evaluation.

Prompts
Smarter Personalised Care

Prompts
Smarter Personalised Care

CommuniCAT

PAT Programs
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DATA GOVERNANCE

Data governance is 

“… a system of decision 
rights and accountabilities 
for information-related 
processes, executed 
according to agreed-upon 
models which describe who 
can take what actions, with 
what information, and when, 
under what circumstances, 
using what methods.”* 

In simple terms, data governance 

describes how data-related 

decisions are made within 

an organisation or group of 

organisations.

* Data Governance Institute, http://datagovernance/adg_data_governance_definition.html, accessed 1 July 2017.

Pen CS does not hold or own patient data. Pen CS 

provides the tools that allow organisations to work 

with their data. These tools include:

• point of care decision support

• data analysis and reporting 

• the safe passage of data from one   

 organisation to another 

Data is held or owned by:

• the General Practice or Health Service   

 in an identifiable format for analysis and  

 reporting which supports activities such as  

 accreditation and quality improvement;

• the (PHN), in       agreement 

with the Practice, in a de-   

identifiable format which supports population   

health and service delivery planning;

• a third party, such as a research organisation,  

 in agreement with the General Practice or  

 Health Service, in a format determined  

 by the ethics approval it has obtained and  

 communicated to Pen CS and the Practice. 

 Pen CS data governance is related to how  

 data is extracted, interpreted and transferred.  

 Pen CS is not a data owner or a data   

 custodian and hence data governance for  

 these roles falls outside the scope of the 

 Pen CS data governance framework.



9

PEN CS FRAMEWORK

The Pen CS Data Governance Framework explains general data 

governance concepts, and details the Pen CS data governance 

arrangements, including:

• the legal, regulatory and governance environment in which   

 Pen CS operates;

• data processes and standards

• data governance structures and roles;

• systems and tools supporting data governance; and

• compliance regimes.

These data governance arrangements apply to all data extracted and 

transferred using PenCS products. 

No data leaves the 
practice without the 
practice’s permission
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LEGISLATION

The Privacy Act 1988 creates obligations on private sector organisations in relation 
to collecting, using or disclosing personal information.  Pen CS is therefore bound 
by the confidentiality and privacy requirements contained in the Privacy Act 1988, 
Privacy Amendment Act 2012 and the Privacy Regulation Act 2013.

Privacy Act 1988

DATA PROCESSES 

Data Extraction

Data Interpretation

Patient record data is stored in the clinical information system (CIS). The Product 

team, in collaboration with clinical input from clinicians and CIS vendors, review where 

data is captured in each CIS for each data item that is extracted and the rules around 

the data capture and mapping.

Pen CS works with clinical advisors that provide advice on clinical aspects of the data being 

extracted.  Clinical input is also sought on a project basis.
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Data Transfer

Data transfer includes what data is transferred and how, in the following scenarios: 

1)  transfer to PAT CAT: 

•  This process is managed by Pen CS and it is the responsibility of Pen CS to ensure  

 data security during transfer. 

2) transfer to a third party:

•  Transfer protocols are the responsibility of the third party to design and to   

 ensure that they meet the data security levels of its ethics approval. Pen CS  

 is responsible for adhering to the advised transfer protocols and   

 to implementing these in accordance with third party requirements.

•  Data items for transfer must have ethics approval by the third party and   

 evidence must be provided to Pen CS before the data can be packaged for  

 transfer.
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PEN CS ROLE

Pen CS does not hold or own patient data but it provides the tools that allow 

organisations to work with their data.

Pen CS is responsible for:

• Providing best endeavours to ensure its tools provide accurate clinical   

 patient level data for decision support, analysis and reporting.

• Ensuring that any third party working with the Pen CS platform has   

 appropriate ethics approval for the data requested and that the terms   

 of the ethics approval are adhered to and agreed to by Pen CS and  

 the Data Custodian and Data Owner

• Securely delivering the de-identified data extract from the general practice  

 to the approved source (PHN or third party).

• Mapping the data extract to a standardised data format from different clinical  

 information systems. 

Pen CS is not responsible for:

• Data ownership or custodianship

• Data storage

• Hosting

• Data linkage 

These are the responsibilities of the Practice, the PHN or a third party receiving data.

Information Technology Security

The Pen CS IT department is responsible for company protective security and 

risk management policy and practices; day to day protective security functions; 

and coordinating information technology security. This is an important role that 

ensures the supporting infrastructure tools for CAT Plus, such as the Pen CS PHN 

Management Portal and the CAT Plus Deployment Portal, are maintained and in 

operation.
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DATA SETS AND STANDARDS 

Pen CS implements its propriety standard data set, created for CAT, called Medical 

Microdata (MMD) to provide a standardised data set. Data from different clinical systems is 

mapped to the MMD, providing a uniform data set that allows comparisons across general 

practices.

Mapping Data Standard

Mapping to 

The Systematised Nomenclature of Medicine-Clinical Terms (SNOMED CT®) is a 

standardised healthcare terminology including comprehensive coverage of diseases, clinical 

findings, therapies, procedures and outcomes. It provides the core general terminology for 

the electronic health record (EHR) and contains more than 357,000 concepts with unique 

meanings and formal logic-based definitions organised into hierarchies.

When implemented in software applications, SNOMED CT represents clinically-relevant 

information consistently, reliably and comprehensively as an integral part of producing 

electronic health records. SNOMED CT is considered to be the most comprehensive 

multilingual clinical healthcare terminology available in the world.

Pen CS will be implementing SNOMED CT compatibility, where applicable, in order to match 

data from different sources and with a particular focus on what can be reconciled with My 

Health Record.
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CAT PLUS

/THIRD PARTIES
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Practice Data Flow
to their PHN

PHN Data Flow
to the Practice

1. Extracts data from the clinical system

2.  Stores information in an extract on the practice’s server/computer

3.  De-identifies the extract at the practice

4.  Scheduler sends the de-identified extract securely to the PHN server

5.  The PHN server receives the extracts and aggregrates the information

6.  The PHN server displays the population health data through charts and reports  

 or other methods

7.  The targets a specific population from the aggregrated extracts

8.  The business rule is sent to the practice’s Topbar server

9.  The notification is displayed when a patient meets the business rule

10. Practice compliance status is identified
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PATIENT JOURNEY
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TOPBAR
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TOPBAR APPS
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CONTACT 
For questions and comments on the Pen CS Data Governance Framework or any related matters

please contact Pen CS via:

Email  support@pencs.com.au

Website  www.pencs.com.au

Sydney  (02) 9506 3200

Melbourne (03) 9866 8477

Support  1800 762 993 
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